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The rapid advancement of Artificial Intelligence (AI) has transformed
contemporary marketing by enabling personalized advertising,
predictive recommendations, and data-driven consumer engagement.
Despite these technological advancements, the increasing adoption of Al-
targeted marketing has generated growing concerns regarding consumer
trust, privacy protection, and psychological resistance toward
automated personalization. This study examined the effects of trust,
privacy concerns, and psychological reactance on consumer attitudes
toward Al-targeted marketing The quantitative research methodology
was used with a cross sectional survey design, and data were gathered
from 250 respondents from five main cities of Punjab, Pakistan, using a
structured questionnaire, which had five-point Likert scale. Correlation
analysis, multiple regression, analysis of variance (ANOVA), and
independent samples t-test were used to analyses the collected data. The
results showed that trust has a positive impact on consumer attitudes
toward Al-driven marketing, while privacy concerns and psychological
reactance have strong negative impacts. Moreover, there were found to
be differences in consumer attitudes between gender and age groups.
The results indicate that to boost consumer acceptance and the impact of
Al-influenced marketing strategies, fostering consumer trust,
transparency in Al-driven marketing practices, protecting consumer
data, and reducing psychological resistance play key roles. The study
adds to the existing literature on Al-powered marketing by offering
empirical insights from the Pakistani context and practical implications
for marketers and organizations aiming to create AI marketing
Strategies that are ethical, consumer-centric, and privacy-aware.
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1. Introduction

Among the many game-changing innovations of modern technologies, Artificial Intelligence (AI)
has placed itself amongst the top two. (Chintalapati & Pandey, 2022). Al systems have empowered even
small companies with the ability to access, parse, and use marketing-related consumer data to construct
preferences and behaviors, and build individualized systems for marketing. For an applied example of
the AI systems at use, Al-targeted marketing pertains to the use of appetitive technologies for machine-
learning to construct marketing and messaged systems that are driven by the needs of the receiver to
an extent that the message is even likely to be delivered in a highly individualized manner; (Wedel &
Kannan, 2016). There are a multitude of ways that Al systems have improved markers’ abilities to
target consumers with marketing. The use of marketing technologies driven by Al enables businesses to
go beyond the outdated marketing systems that focus on demographics and general trends. Companies
may instead focus on specific ways to meet the needs of the consumer through their purchasing history,
clicking history, online posts, and virtually any other online behaviors. The advancements in Al-
augmented systems have improved marketing to the point where businesses can focus on the best way
to reach relatively specific individual consumers. (Davenport et al., 2020).

The use of Al technologies has deeply affected consumers' traditional relationships with brands
as companies now have access to marketing technologies that are more advanced, interactive, and, in a
sense, centered on their consumers. Among many channels, the use of recommendation tools, virtual
assistants, catboats, and automated customer service have now become staples in almost every digital
marketing Kaplan & Haenlein (2019). Businesses now have the ability to understand their consumers
more and, as a result, answer and fulfill their specific needs that are more individually tailored. The
different techniques and methods of AI have also helped consumers by simplifying the overwhelming
large amounts of information and by streamlining the processes of their decisions. When Al
personalization is employed and integrated into an organization, studies prove it to greatly increase the
happiness of the consumers and the organization’s brand, and, the most, increase the engagement of
the consumer.

The most relevant and impactful improvement Al marketing has on organizations is the ability
to forecast consumer activity and design and implement marketing strategies that target them. With the
advantage of smart algorithms and the use of data that is provided in real-time, organizations are better
able to identify a consumer and offer a matched product, all while tailoring ads, and perfecting the
timing of promotional communications. Compared to other strategies of marketing that are more
traditional and therefore reactive, organizations are also able to better target their markets and
maximize the efficiency of their advertising. (Zulaikha, et al., 2026)

Using Al technology, digital marketing can help build faster, easier, and more relevant
connections with consumers. More focus on personalized recommendations and tailored services has
led more consumers to expect digital platforms to do more. When systems use Al to better understand
consumer preferences and needs, there is potential to boost consumer satisfaction and grow the brand's
loyal audience. The targeted marketing of Al systems has the potential to be more successful when
consumers have a positive perception of its usefulness, fairness, and trustworthiness of the Al systems.
Research has shown clear and beneficial outcomes perceived to be positive by consumers will motivate
the acceptance and use of the systems that market using Al (Dwivedi et al., 2021).

Even with perceived positive outcomes to the consumer with the Al systems that market, there
has been a growing concern for privacy, safety and the ethical use of consumer data Zagni, 2025. Due to
the personalization that comes with the use of Al services, organizations are required to gather and
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analyze a greater amount of personal consumer data. Although consumers can like the result of the
service and appreciate the timely recommendations and relevant suggestions, it can feel invasive and
cause uncertainty for the consumer when a greater amount of their personal data is required for the
services. The consumer has the right to know how the data they have provided is used and held by the
organizations Huang et al., 2022.

Privacy concerns arise when Al systems accurately predict consumer interests and actions
Malhotra et al., 2004. Personalization enhances the customer experience. However, many consumers
view focused marketing as an intrusion - a type of surveillance. This leads to the privacy paradox in
which consumers want personalization. However, they are reluctant to lose control of personal data.
Past investigations show privacy concerns, coupled with the opacity of data handling, can lead to
negative attitudes toward the use of Al in marketing (Acquisti et al., 2015).

1.1 Role of Trust in Consumer Acceptance of AI Marketing

Trust is a major factor in consumer response to the use of Al in marketing. The inherent opacity
of many Al algorithms means that, for the most part, consumers must trust organizations and
electronic systems Martin & Murphy, 2017. Consumer trust indicates that the organization will handle
personal data responsibly and with care, and that Al-based personalization will yield helpful and
relevant recommendations. Thus, trust in Al-based marketing stems from a belief that the system will
privacy. Under these conditions, consumers are more likely to accept focused marketing and participate
in Al-based services even more so when these services are more interactive and engaging Aguirre et al.,
2015.

Moreover, ethical Al and transparency are necessary to build consumer trust. Gefen et al. (2003)
found that businesses that explain data practices and provide means for consumer data management
build rapport with consumers. Trust decreases the perceived risk associated with technology and
increases its acceptance, therefore, trust is one of the most important elements of consumer attitude
and behavioral intention toward Al-based marketing (Shin, 2021; Pavlou, 2003).

Not all consumers readily adopt Al marketing technology, despite its convenience and the ability
to save time. Al marketing technology can trigger psychological reactance in consumers, which is the
emotional and behavioral response to threaten the consumer's sense of autonomy and control. In the
case of Al marketing, consumers can feel reactance when they feel that the marketing systems are
influencing their decisions, monitoring their behaviors, and limiting their options (Clee & Wicklund,
1980).

Negative perceptions of control and manipulation can result from overzealous personalization,
frequent advertising, and persistent data collection. This can cause consumers to forgo Al
recommendations and personalization of advertising and create an unfavorable attitude toward Al
marketing systems (Davis, 1989). According to psychological reactance theory, consumers can exhibit a
strong sense of reactance when they perceive their autonomy to select and control choices has been
violated, therefore, reactance is an important consideration for the resistance toward AlI-based
marketing behavior (Brehm, 1966).

1.2 Consumer Attitudes and Behavioral Intentions toward Al-Targeted Marketing

Consumer attitudes form a vital component that explains the psychological dynamics of the
perception and response of individuals towards Al-targeted marketing. Attitudes are embedded in
consumers’ perception, belief and judgment of the usefulness, trustworthiness and acceptability of
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marketing technologies that are driven by Al, Yaprak, 2025. With Al-targeted marketing, consumers
will hold positive attitudes when they view tailored advertising, suggestions and automated services as
helpful and as an added convenience and value. Al technologies can be beneficial to consumers by
saving them time, effort and by assisting them in making better buying choices, Ajzen, 1991. The
attitude of consumers can also be negative when they feel that Al systems are aggressive, and threaten
their personal freedom and privacy. Consumer attitudes, therefore, serve as a link between Al
marketing and the behavioral responses of consumers, Venkatesh et al., (2003).

The development of consumer attitudes towards Al-targeted marketing strikes a balance
between technological advantages and psychological factors. Consumers are inclined to hold positive
attitudes when Al systems are perceived to be transparent, accurate, and fair in their personalization
efforts (Gefen et al., 2011). For instance, consumers are more accepting of Al-centered marketing
practices when they believe suggestions are made to enhance their shopping experience as opposed to
suggestions being made to manipulate purchasing decisions (Wang, et al., 2025). Conversely, negative
attitudes can stem from excessive personalization anxiety, data sensitivity, and concern with the opacity
of algorithms. Previous research has established that the absence of the aforementioned concerns is a
significant factor in consumer positive evaluations of digital technologies (Shin, 2021).

Behavioral intentions are the consumer’s likelihood to perform various actions related to Al-
targeted marketing. These actions can be engaging with personalized advertisements, accepting Al-
based recommendations to purchase an item, providing personal data, and maintaining an online
relationship with a digital platform. Behavioral intentions are often a good indication of a consumer’s
actions, as people are inclined to act based on their attitudes and perceptions (Aguirre-Camacho et al.,
2024). In an Al marketing context, consumers that have a positive perception of Al services are likely to
engage with personalization, as well as provide favorable feedback toward the associated brand.
Conversely, consumers that have a negative perception of Al services because of a lack of trust, privacy
concerns, and psychological oppositeness, are likely to avoid Al-centered advertisements and reduce
engagement with digital platforms (Jamal et al., 2023).

Moreover, in the context of Al-targeted marketing, examining the correlation between consumer
attitudes and behavioral intentions holds significant value. It is noted that positive consumer attitudes
reinforce behavioral intentions by bolstering confidence and satisfaction and increasing willingness to
engage with Al technologies Ansari, et al., 2024. When consumers view Al marketing as value-
generating and privacy-respecting, they begin to more readily accept personalized recommendations
and even build enduring relationships with the recommending firms. Contrary to the above, if privacy
concerns and/or psychological reactance create negative attitudes, consumer willingness to engage with
Al-based marketing will be significantly reduced Barbarossa et al., 2023. In light of the above, in order
to foster positive attitudes and behavioral intentions regarding Al-targeted marketing, organizations
will need to focus on building Al responsibly, transparency, and consumer trust.

1.3 Research Objectives
e To examine the effects of trust and privacy concerns on consumer attitudes toward Al-targeted
marketing.
e To investigate the influence of psychological reactance on consumers’ behavioral intentions
toward Al-targeted marketing.
e To analyze the relationship between consumer attitudes and behavioral intentions in the context
of Al-targeted marketing.
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1.4 Research Questions
e How do trust and privacy concerns influence consumer attitudes toward Al-targeted marketing?
e How does psychological reactance affect consumers’ behavioral intentions toward Al-targeted
marketing?
e What is the relationship between consumer attitudes and behavioral intentions in Al-targeted
marketing?

1.5 Problem Statement

Al is reshaping how businesses connect with their customers. Whether through targeted ads,
data-backed suggestions, or smart decision-making, businesses now have the tools needed to engage
with their customers on a more personal level. Using marketing Al, businesses are able to analyze
consumer trends and build a data-backed understanding on how to best engage their consumers. This is
seen as a progressive step in building consumer-business relationships. Like everything, Al marketing
has its challenges. One of its biggest is gaining the trust of consumers. With Al-based marketing, there
is a greater chance of the consumer's data being involved without their knowledge. This leads to a
distrust of the marketing technique, an adverse opinion of Al, and discomfort from the consumer. There
is also the theory of psychological reactance, which suggests that consumers, when made to believe that
their privacy is being exploited or freedom is being taken away, will oppose the marketing Al
technology and its techniques. Except for a handful, most of the research that has been done has been
on the impact of privacy on consumer attitudes and behaviors. I intend to analyze the impact of privacy,
trust, and psychological reactance on consumers and their response to marketing Al.

1.6 Significance of the Study

This study examines the psychological and behavioral aspects of consumer acceptance of Al
marketing, and explains the role of trust, privacy concerns, and psychological reactance. After
considering the role of each, the study assists marketers, businesses, and tech developers, who aim to
implement Al responsibly and in ways aligned with consumer best interests. Trust is critical in the
acceptance of a new technology, and consumers will engage with an Al system they consider to be
trustworthy, and likely to act in their best interests. The greatest barrier to consumer engagement is
privacy concerns related to the certainty of data making and the potential risks of data being collected
for other purposes. Psychological reactance identifies the Al system's resistance to address consumer
concerns related to a loss of privacy and control. The results of the study will facilitate the development
of Al marketing systems that are transparent, trust-enhancing, privacy-protecting, and less reactive to
consumer concerns in the area of personalized marketing. This study will expand the understanding of
the adoption of Al and consumer behavior by determining the balance of consumer perception of the
benefits of technology and the concerns related to their privacy.

2. Literature Review

Al is rapidly becoming one of the biggest disruptors in the modern marketing landscape. AI's
evolution has allowed companies to shift away from traditional marketing strategies to more
personalized and data-centric strategies. Al has transformed the way companies deal with consumer
data. Now companies can collect, manage, and analyze consumer data from various digital channels.
This data can come from consumer’s digital search and browsing history, social media, online
purchases, and consumer reviews. This shift to Al had made marketing companies more adept at
understanding consumer choices and analyzing future consumer behavior in order to create
individualized marketing strategies that cater to consumers. Al has transformed marketing in amazing
ways. It has made companies more consumer focused and allows companies to create personalized
marketing messages in order to be more effective in their marketing.
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Traditional marketing relies on demographic segmentation. Al-driven marketing focuses more
on consumer behavior and psychological attributes (Gu, G, et al.,, 2026). Typically, advertising
campaigns are designed for large groups of consumers sharing similar characteristics. Contrastingly, Al
systems depend on real-time data to create unique consumer profiles. Al allows organizations to
suggest product recommendations, design personalized promotions, forecast customer demand, and
enhance the efficiency of advertisements based on customer behavior (Payne, 2023). This feature allows
companies to maximize the efficacy of their marketing efforts at the lowest cost advertising while
providing a more relevant customer experience. The applicability of Al-based marketing, however,
mainly depends on the customers' positive attitude towards tailored engagements and their opinions
regarding the functional value, justified value, and the morally praiseworthy value of Al systems (Plohl,
N et al., 2023).

Al is helping to create a more interlinked digital space, which is changing how consumers and
companies interact. In 2024, Huang, et al. say that predictive algorithms, virtual assistants, chatbots,
and automated customer service tools are fundamental elements of modern marketing. Organizations
can be more responsive to customer demands and offer tailored solutions. Al can drive customer
satisfaction by personalizing information to help consumers with the ease of purchasing and the
overwhelm of information. Al can also give organizations the tools to conduct in-depth analysis of
consumer behavior to discover latent patterns and to predict future engagement (Verpaalen et al.,
2025). Because of this, organizations can more effectively engage with their customers and increase
customer loyalty (Ye, X et al., 2023).

Although there are some upsides concerning Al-targeted marketing, many problems have
emerged with new Al technologies, like issues with consumer trust and the protection of privacy,
transparency, and data ethics (Alhelaly et al., 2025). As Al systems are increasingly data-centric,
consumers may question the means in which their data are collected and managed due to formats of Al
marketing systems being increasingly centric to, and reliant upon, consumer data. Advertisements may
be perceived to be intrusive, leading to hesitance to partake in Al marketing systems (Li R, et al., 2022).
The psychological dimension (i.e. privacy, control, trust) is as important as the technological dimension
in securing consumer support for Al marketing. Where the public is of the opinion that Al is being used
for marketing and data protection is being done with the utmost responsibility, the public will have a
favorable opinion toward the use of Al in marketing, and will support its use (Gao et al., 2024).

2.1 Trust and Consumer Attitudes toward AI-Targeted Marketing

Trust, in relation to Al-targeted marketing, is one of the most important psychological factors in
consumer acceptance and engagement with the practice. In digital marketing, Al systems incorporate
automated processes and complex algorithms that, in most cases, operate beyond a consumer’s reach,
and thus, direct observation. Because of this, in most cases, the consumer's knowledge of Al is limited.
Therefore, as a means of understanding Al marketing, consumers place their trust in businesses and the
systems that integrate technology. Along with the protection of personal information, responsible
actions, and the provision of accurate recommendations, trust in the systems is contingent on the
creation of value rather than harm. Consumers’ confidence in Al marketing systems results in their
willingness to engage with the systems, provide information, and use the systems to their full potential.
This means that confidence in Al marketing reduces uncertainty and the perceived risks associated with
the use of Al Business Marketing systems. (Badewi et al., 2023).

Trust is all the more vital in Al-centric marketing because consumers have more reasons to feel
apprehensive in this regard Claessens et al., 2023. As consumers are less likely to know the rationale
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behind the appearance of specific ads or the influence their information has on marketing outcomes, Al
using third party apps to aggregate data on user behavior, make offers tailored to predicted
preferences, and retain customers, operates with a veil of opacity which makes consumers question the
fairness, accuracy, and morality of data usage Bokhari, et al., 2022. Organizations can bolster consumer
trust when adequate explanations regarding Al are provided, data management and Al practices are
stated, and consumers are offered an understanding of the purpose their data serves. The advancement
of transparency, the assumption of responsibility, and the control of technology are cornerstones of
trust formation regarding Al services and the stimulation of their use Chang, et al., 2024.

Additionally, trust impacts consumer attitudes toward personalized advertising by determining
the benefits and risks they perceive concerning Al marketing. Those who trust Al are less likely to see
personalized advertising as an intrusion and more likely to see it as an advertisement that is helpful,
convenient, and relevant (Cheah et al., 2022). For example, if consumers trust that Al advertising is
intended to help them have a better shopping experience, they are more likely to click on the ads and
the recommended products. However, if Al is not trusted, concerns around advertising do not center on
helpfulness and convenience, but rather are focused on privacy, the possible manipulation of the
consumer, and the misuse and mishandling of private data, which creates a negative perception of Al-
based advertising. That is, trust makes it possible to determine whether the consumer sees value or
threat in the personalization of Al (Balaskas et al., 2025).

Trust also makes it possible to create a long-lasting relationship with consumers since it
encourages ongoing advertising on Al-enabled platforms. In order to have a competitive edge in today's
digital economy, businesses must create personalized offerings, and, most importantly, provide
consumers with the feeling that they are safe and valued throughout the entire process (Soveri et al.,
2024). When advertising incorporates ethical data management and privacy protection, as well as
consumer control over their data, it helps foster trust in Al-based advertising. When consumers see
fairness and reliability in Al, they are likely to develop a positive and strong relationship with Al-based
advertising. For this reason, the successful adoption and use of Al in advertising is dependent on the
trust of the consumers (Liyanaarachchi et al., 2024).

2.2 Privacy Concerns in Al-Based Personalized Marketing

Privacy challenges are now at the forefront of Al-targeted marketing, restricting the use of
marketing Al. To present tailored promotional content, machine learning technologies must capture,
analyze, and process huge volumes of digital consumer data (Mohiuddin, 2024). This includes online
purchase history, web search history, social media activity, engagement history, and location data.
Personalized marketing provides timely and relevant content to users and enhances their digital
engagement. However, this kind of marketing raises concerns for the end user regarding the methods
(and the extent) that companies use to capture, store, and utilize their private data (Zhou, 2025).
Concerns for privacy challenges are: the ethical use of data, the level of data capture control retained by
the end user, and the commitment and level of protection for user privacy by the company. A decline in
end-user confidence will have a negative impact on the extent of their possible interactions with
marketing Al (Bansal, et al. 2024).

As Al technologies get better at predicting customer needs and preferences, users of digital
services are getting more anxious about privacy concerns. Companies deploy advanced Al systems
which are really good at predicting what individuals are most likely interested in, what they are likely
going to need, and what they are likely to purchase next. This makes marketers really good at tailoring
their offers to customers’ needs and preferences; customers perceive this to be a result of the
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company’s overbearing surveillance or a violation of customers’ privacy. If consumers suspect that a
company knows a lot about their personal life, they are likely to have discomfort and mistrust of the AI
marketing system. Because of this, the lack of privacy is going to have a big impact on how target
campaigns and personalized ad offers are going to be judged by the consumers. The privacy of the
consumer is going to determine whether consumers are going to view Al-based marketing as a help or a
hindrance.

Personalization vs Privacy concerns is also called the privacy paradox, which describes a
scenario where consumers expect a certain level of personalization of services, which makes their
experiences more convenient, but consumers are still apprehensive of the risk of sharing personal info.
Al recommendations can be seen as a time saving decision making service, but consumers still have
concerns. This creates a dilemma for companies because consumers expect a high degree of
personalization, but expect companies to respect and protect their privacy highly. 2022. Past studies
show that when privacy concerns are high, so are the perceived risks, and the willingness to interact
with personalized marketing drops significantly.

Additionally, privacy apprehensions largely affect attitudes toward Al-based advertising in terms
of trust and risk perception (Martin & Murphy, 2017). If consumers think organizations have ineffective
privacy safeguards or opaque handling of data, they are more likely to develop negative attitudes
toward Al advertisements. High privacy concerns may cause consumers to avoid customized
advertisements, restrict data sharing, and refuse Al recommendations (Gong et al., 2024). On the other
hand, transparent data practices, consumer control of their data, and accountable practices of Al, help
organizations reduce privacy concerns and increase acceptance. For organizations to improve consumer
attitudes to, and increase the longevity of, Al-targeted marketing, it is vital to address privacy concerns
(Shin, 2021).

2.3 Psychological Reactance and Consumer Resistance toward Al Marketing

Psychological reactance provides an explanation of consumer resistance to certain technologies
and marketing tools. When consumers feel their privacy, autonomy, and/or control are threatened,
psychological reactance explains the resistance as them exercising their autonomy and right to react. In
the case of Al marketing, consumers may see the decisions of Al as an overreach of its control and may
see the Al is watching them and is actively working to manipulate the consumers' online experience.
When consumers feel there is an algorithmic manipulation of their control, they may react negatively to
the personalization and marketing of Al, even though the intent is to make the consumer feel more
valued and improve their experience. The reactance may take the form of a negative attitude, more
distrust toward AI marketing, avoiding the marketing, and less willingness to engage with the Al
marketing.

When marketing messages seem overly focused, consumers can push back against Al
personalization efforts. Modern Al can evaluate almost anything about a consumer, even their purchase
history. This can help businesses deliver useful marketing messages, but consumers can feel as if
organizations are monitoring them to the extent that they are being controlled. Consumers feel as
though companies have violated their privacy when they are shown ads that are too related to their
searches. Pushback against personalized marketing can be caused by companies violating consumer
privacy by personalizing marketing too closely. Companies that utilize Al to market to consumers can
be successful when they balance the closeness of marketing and the consumer's perceived closeness of
the company to them (Aguirre et al., 2015).
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Psychological reactance is a dominating factor in consumer preference. Consumer preferences
are driven by the balance of emotionally perceived closeness to the company and the company’s desire
to control them through marketing. Even though consumers may be shown too many personalized ads,
they don’t dislike the technology; they dislike seeing their privacy violated. Previous studies on
consumer preferences have focused on control, explitativeness, and manipulation of the consumer.
Consumers are most wary of technology that can make automated decisions.

Psychological reactance dampens consumer acceptance of Al-driven marketing. Strong
resistance from consumers will deter them from using Al services, despite their awareness of the
benefits of such services (Miron & Brehm, 2006). Companies aiming to overcome psychological
reactance from consumers will need to strike the right balance between marketing personalization and
the consumer's sense of control. Such companies should analyze the concerns of consumers and use
data control mechanisms. Psychological reactance will be diminished, and the attitudes of consumers
toward the acceptance of Al marketing will be more favorable, if consumers feel they have some control
over their data and decisions. Hence, the analysis of psychological reactance is of utmost importance to
companies for the successful incorporation of Al in marketing services that consumers will accept.

2.4 Consumer Attitudes and Behavioral Intentions toward AI-Targeted Marketing

Consumer attitudes toward Al-targeted marketing are critical in forming the behavioral
intention to accept these marketing practices. Consumer attitudes are their evaluations, perceptions,
beliefs, and feelings toward the use of technologies to market and advertise in a more personalized and
consumer-specific manner. Consumer attitudes toward Al-targeted marketing will be positive if Al
systems are convenient, reliable, and transparent, and are characterized by the enhancement of
Consumer satisfaction in their digital interactions (Shin, 2021). Al recommendations and personalized
ads will assist consumers through the product search and selection process. Such marketing systems
will be perceived as value-adding and efficient. Al marketing systems will be perceived as value-
reducing and inefficient if they are characterized by highly personalized marketing that is perceived as
intrusive and manipulation. Consumer concerns regarding data privacy, predatory systems, and the
perceived opacity of highly personalized marketing systems will negatively impact the adoption of Al
marketing systems (Venkatesh et al., 2003).

The formation of attitudes toward Al-targeted marketing will depend on whether consumers feel
that the advantages outweigh the drawbacks of Al technologies. Consumers are more likely to have
positive attitudes toward marketing activities that are based on AI when they feel that Al systems are
valuable and that they experience a level of personalization. For example, consumers may view Al
recommendations positively because they are more likely to find a product that aligns with their
preferences, and they may spend less time looking for it (Martin & Murphy, 2017). Similarly,
personalized marketing messages may improve the consumer’s experience by replacing a generic
message with an advertisement that contains relevant information. Conversely, consumers are more
likely to exhibit a negative attitude toward Al systems, and their interactions with Al-based systems will
likely decrease when they feel that Al Systems are pervasive, that Al systems are collecting too much
personal data, and that they are manipulating their decisions.

Behavioral intentions describe the likelihood that a consumer will take a specific action related
to Al-targeted marketing (e.g., interacting with a personalized ad, clicking on an Al recommendation,
purchasing a recommended product, providing data to a digital platform, and establishing a long-term
relationship with a brand that uses Al technologies) (Puntoni et al., 2021). Behavioral intentions are a
strong predictor of consumer behavior, as individuals will likely conduct an action based on their
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attitudes and perceptions (Ajzen, 1991). In Al marketing, if consumers have a positive attitude, they are
likely to accept Al recommendations, engage with personalized marketing content, and have a positive
attitude toward organizations that employ Al marketing strategies (Davis, 1989).

Consumer attitudes heavily shape the acceptance and adoption of Al marketing practices. With
positive attitudes, consumers’ confidence, satisfaction, and willingness to use Al increase, thereby
strengthening their behavioral intentions. Consumers are likely to perceive stronger Al services and
build brand relationships when AI marketing is perceived as useful and trustworthy. However, there
are detrimental effects of psychological reactance and privacy concerns. These factors decrease
behavioral intentions and increase resistance to Al personalization. For positive attitudes and greater
behavioral intentions, companies should ensure privacy control, promote transparency, and strengthen
the trustworthy nature of their Al systems.

2.5 Research Gap

Despite exploring how AI shapes and transforms marketing practices, limited research
investigates consumer responses to Al marketing. Most research has focused on the positive aspects of
Al-driven marketing's personalization, such as the improved customer experience and efficiencies
within marketing (Davenport et al., 2020). More attention should be dedicated to the psychological
aspects of Al marketing, and to the interplay of consumer trust, privacy, and psychological reactance in
shaping consumer attitudes and behavioral intentions. Trust has been shown as one of the important
constructs of technology acceptance, and privacy as an enabler of consumer engagement (Gefen et al.,
2003), yet limited studies have investigated the interplay of these constructs in the context of Al
marketing (Martin & Murphy, 2017).

Prior studies show what many already know: consumers find advertisements built on Al
intrusively tailored to the individual, especially when the Al operates with insufficient transparency and
consumer control (Aguirre et al., 2015). The gap that this study addresses is the effect of psychological
reactance on the consumer push-back to Al-based personalization. This gap can partially be bridged
using Brehm's Psychological Reactance Theory (1966). This theory states that consumers will resist
anything that they perceive as an attack on their freedom and autonomy (in this case the use of AI). To
cover this gap in the literature, this study aims to add psychological reactance to the well-known
instrumental factors of trust and privacy, and thus, provide a fuller understanding of consumer
attitudes and behavioral responses to Al-based marketing. Huang & Rust (2021) also note the
importance of adding psychological reactance to give a fuller understanding of consumer behavior to
Al-based marketing.

2.6 Research Hypothesis

Hi: There is a significant relationship between trust in Al-targeted marketing and consumer attitudes
toward Al-targeted marketing.

H2: Trust, privacy concerns, and psychological reactance significantly predict consumer attitudes
toward Al-targeted marketing.

H3: Consumer attitudes toward Al-targeted marketing differ significantly across age groups.

H4: There is a significant difference in consumer attitudes toward Al-targeted marketing between male
and female consumers.
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2.7 Conceptual Framework
Figure 1: Conceptual Frame Work
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3. Methodology

3.1 Research Design

A quantitative approach was used to study the relationships of trust and privacy, psychological
reactance, consumer attitudes, and behavioral intentions to Al-based marketing. The cross-sectional
survey method was used to collect data from the consumers at one point in time. This study used a
quantitative approach because it aimed to make statistical analyses to confirm the proposed hypotheses
and study the relationships of the variables. The chosen research design was appropriate to measure
consumer attitudes and behavioral responses to Al-based Marketing (Creswell & Creswell, 2018).

3.2 Population of the Study

This study focused on consumers who encountered targeted marketing advertisements after
using digital platforms. Data was collected from consumers residing in the cities of Multan, Lahore,
Faisalabad, Rawalpindi, and Bahawalpur, which represent digitally consuming cities of Punjab,
Pakistan. Respondents were people with access to social media, online shopping, search engines, and
services with marketing personalization based on Al. These cities are representative of consumers with
an increasing exposure of Al-based marketing.

3.3 Sample Size

This study focused on a sample of 250 respondents from Punjab, Pakistan. Sample sizes of this
order are of adequate size for quantitative research, and for this study, sample size was adequate to test
and generate a hypothesis. The sample provided the necessary dimension to the research to analyze
different quantitative relationships. The respondents were consumers with sufficient exposure to Al-
based advertisement systems and marketing personalization.

3.4 Sampling Technique

To gather responses, the researcher employed a non-probability convenience sampling
technique. This sampling method was the best approach for the study’s interest in consumers who had
previously used digital platforms and Al-based personalized marketing. The researcher leveraged
online, social, and other digital communities to solicitation participation, which was totally voluntary.
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3.5 Data Collection Procedure

A structured data collection tool in the form of an online questionnaire was used to gather
primary data from the consumers of Punjab, Pakistan. Based on the inclusion and exclusion criteria of
the respondents, the online questionnaire was circulated via the digital platforms, social media
networks, and online communities to the respondents who came across the Al-based promotional
advertisements. The respondents were made aware of the purpose of the study and the collection of
data was done anonymously. The questionnaire items of the present study were based on the previously
validated scales and adapted to the constructs of trust, privacy concerns, psychological reactance,
consumer attitudes, and behavioral intention. The reliability and the validity and the psychometric
property of the items used in the study were measured using a five-point Likert scale (1 = Strongly
Disagree and 5 = Strongly Agree) (Gefen et al., 2003; Malhotra et al., 2004; Hong & Kim, 2020). The
response data were processed for analysis.

3.6 Research Instrument (Questionnaire Design)

An adapted questionnaire and measurement scale were developed from other validated studies
and incorporated into this study as the research instrument. The questionnaire included items related
to trust, privacy concerns, psychological reactance, consumer attitudes, and behavioral intentions
toward Al-based marketing, and was sectioned, accordingly. The adopted scales enhanced the
measurement instrument's validity and consistency. Each construct was measured with multiple items
using a five-point Likert type scale, where 1 = Strongly Disagree and 5 = Strongly Agree.

3.7 Reliability Test

Cronbach’s Alpha test measured the research instrument's reliability, and the internal
consistency of measurement items was assessed. Reliability analysis was conducted on all constructs
(i.e., trust, privacy concerns, psychological reactance, consumer attitudes, and behavioral intentions). A
Cronbach’s Alpha of 0.70 and above was considered reliable and consistent for measurement of the
variable (Hair et al., 2019).

3.8 Ethical Considerations

The research process was steered by ethical considerations. Informed voluntary participation
was achieved with an explanation of the research objective prior to survey completion. Participants'
information was de-identified and kept confidential. Data were used for research purposes only, and no
traceable information was collected. Participants maintained the right to withdraw from the study with
no consequence.

4. Data Analysis

SPSS was used to analyze the collected data. Demographic characteristics were summarized by
calculating frequency and percentage. Descriptive statistics were applied. Reliability was calculated
using Cronbach’s Alpha, and the relationships between the constructs of trust, privacy concerns,
psychological reactance, consumer attitudes, and behavioral intentions were analyzed using the
correlation. It was hypothesized that consumer attitudes and behavioral intentions toward Al-targeted
marketing would be affected by the independent variables, which were tested using regression analysis,
t-test, and ANOVA. Findings were interpreted according to the significance level and the objectives of
the research.
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Table 1: Demographic Analysis of Respondents (N=250)

Demographic Variable Category Frequency (n) Percentage (%)
Gender Male 135 54.0%
Female 115 46.0%
Age 18-25 years 120 48.0%
26-35 years 75 30.0%
36-45 years 40 16.0%
Above 45 years 15 6.0%
Education Level Intermediate 35 14.0%
Bachelor’s Degree 130 52.0%
Master’s Degree 70 28.0%
PhD/Other 15 6.0%
Occupation Student 95 38.0%
Employee 90 36.0%
Business 45 18.0%
Other 20 8.0%
Frequency of Using Digital Platforms Daily 180 72.0%
Several times a week 55 22.0%
Occasionally 15 6.0%
Total Respondents 250 100%

Demographic analysis indicated a total of 250 participants, of which the male population was
greater than the female population, as 54% of participants were male, while the female population was
46%. The highest proportion of participants (48%) was between the ages of 18-25. Most respondents
had a bachelor’s degree (52%). The two largest groups in the occupational category were students
(38%) and employees (36%). It was also reported that most respondents used digital platforms daily
(72%), indicating that the participants were sufficiently exposed to Al-targeted marketing.

Figure 2: Demographic table of respondents
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Table 2: Reliability Statistics (Cronbach’s Alpha) (N=250)

Variables / Constructs Number of Items Cronbach’s Alpha (a)
Trust 5 0.842
Privacy Concerns 5 0.815
Psychological Reactance 4 0.789
Consumer Attitudes 5 0.861
Behavioral Intentions 4 0.834
Total Scale Reliability 23 0.873

The analysis for reliability was done by application of Cronbach's Alpha. Items were considered
reliable if they scored more than .70 (Hair et al., 2019). Results from the analyses showed that all items
were reliable. With a Cronbach's Alpha of .873, the items were shown to be reliable in the measurement
of trust, privacy concerns, psychological reactance, consumer attitudes, and behavioral intentions
toward Al-targeted marketing.

Figure 3: Reliability Statistics
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Table 3: Relationship between Trust in Al-Targeted Marketing and Consumer Attitudes toward
Al-Targeted Marketing (N = 250)

Variables Mean Std. Deviation 1 2

1. Trust in AI-Targeted Marketing 3.89 0.74 1 .672%*

2. Consumer Attitudes toward Al-Targeted Marketing 3.76  0.81 .672*%* 1

Correlation Coefficients

Relationship Pearson Sig. (2- N Strength of
Correlation (r) tailed) Relationship

Trust in Al-Targeted Marketing <> Consumer 0.672 0.000 250 Strong Positive

Attitudes toward Al-Targeted Marketing
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Presents the Pearson correlation analysis examining the relationship between trust in AI-
targeted marketing and consumer attitudes toward Al-targeted marketing among 250 respondents. The
results indicate a strong positive and statistically significant relationship between the two variables (r =
0.672, p < .001). This finding suggests that consumers who exhibit higher levels of trust in Al-targeted
marketing tend to hold more favorable attitudes toward Al-targeted marketing practices. The
correlation coefficient of 0.672 reflects a substantial association, indicating that trust plays an
important role in shaping consumer perceptions and acceptance of Al-driven marketing strategies.
Since the p-value is less than the conventional significance level of 0.05, the relationship is statistically
significant. Therefore, Hypothesis 1 (H1), which states that there is a significant relationship between
trust in Al-targeted marketing and consumer attitudes toward Al-targeted marketing, is supported.

Table 4: Results of Multiple Regression Analysis Examining the Effects of Trust, Privacy
Concerns, and Psychological Reactance on Consumer Attitudes toward AI-Targeted Marketing (N
= 250)

Model Summary

Model R R? Adjusted R? Std. Error of Estimate

1 .781 .610 .605 .487

ANOVA for Regression Model

Model Sum of Squares df Mean Square F Sig.
Regression 092.846 3 30.949 130.521 .000
Residual 58.354 246  0.237

Total 151.200 249

Multiple Regression Coefficients

Predictor Variables B Std. Error Beta () t Sig.
(Constant) 0.924 0.221 — 4.181 .000
Trust in Al-Targeted Marketing 0.481 0.052 .512 9.250 .000
Privacy Concerns -0.237  0.049 -.251 -4.837  .000
Psychological Reactance -0.196  0.045 -.219 -4.356  .000

The multiple regression analysis revealed that trust, privacy concerns, and psychological
reactance jointly explained 61.0% of the variance in consumer attitudes toward Al-targeted marketing
(R? = .610). The regression model was statistically significant, F(3, 246) = 130.521, p < .001, indicating
that the independent variables collectively predict consumer attitudes.

Among the predictors, trust emerged as the strongest predictor (B = .512, p < .001),
demonstrating a significant positive effect on consumer attitudes. In contrast, privacy concerns (f§ = -
.251, p < .001) and psychological reactance (f = -.219, p < .001) exhibited significant negative effects on
consumer attitudes. These findings indicate that higher trust enhances favorable attitudes toward AI-
targeted marketing, whereas greater privacy concerns and psychological reactance reduce positive
consumer attitudes. Therefore, H2 is supported.
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Table 5: One-Way ANOVA Examining Differences in Consumer Attitudes toward Al-Targeted
Marketing across Age Groups (N = 250)

Descriptive Statistics by Age Group

Age Group N Mean Std. Deviation

18-25 Years 82 4.12 0.58

26-35 Years 76 3.89 0.64

36-45 Years 54 3.57 0.69

Above 45 Years 38 3.31 0.72

Total 250 3.78 0.68

One-Way ANOVA Results

Source of Variation Sum of Squares df  Mean Square F Sig.
Between Groups 15.287 3 5.096 11.284 .000
Within Groups 111.093 246 0.452

Total 126.380 249

Decision

Since p = .000 < .05, there is a statistically significant difference in consumer attitudes among the age
groups.
Tukey HSD Post Hoc Analysis

(I) Age Group (J) Age Group Mean Difference (I-]) Std. Error Sig.

18-25 Years 26-35 Years 0.23 0.10 .086
18-25 Years 36-45 Years 0.55* 0.12 .000
18-25 Years Above 45 Years 0.81*% 0.14 .000
26-35 Years 36-45 Years 0.32% 0.11 .018
26-35 Years Above 45 Years 0.58* 0.13 .000
36-45 Years Above 45 Years 0.26 0.14 214

*Significant at p < .05

The one-way ANOVA indicated significant differences in consumer attitudes toward Al-targeted
marketing across age groups, F (3, 246) = 11.284, p < .001. Tukey HSD post hoc analysis revealed that
respondents aged 18-25 years reported significantly more favorable attitudes than those aged 36-45
years and above 45 years. Similarly, respondents aged 26-35 years showed significantly more positive
attitudes than respondents aged 36-45 years and above 45 years. No significant differences were found
between the 18-25 and 26-35 groups, or between the 36-45 and above 45 groups. These findings
suggest that younger consumers generally hold more favorable attitudes toward Al-targeted marketing
than older consumers.

Table 6: Independent Samples t-Test Examining Gender Differences in Consumer Attitudes
toward Al-Targeted Marketing (N = 250)
Group Statistics

Gender N Mean Std. Deviation Std. Error Mean
Male 138 3.89 0.67 0.057
Female 112 3.64 0.71 0.067

480



Review of Applied Management and Social Sciences (RAMSS) Vol. 9, (2) 2026, 465-487
Independent Samples t-Test

Variable Levene's  Sig. t df Sig.(2- Mean Std. Error
Test F tailed) Difference Difference
Consumer Attitudes toward 1.284 .258 2.857 248 .005 0.25 0.087

Al-Targeted Marketing

An independent samples t-test was conducted to examine whether consumer attitudes toward
Al-targeted marketing differ by gender. The results showed that male respondents (M = 3.89, SD =
0.67) reported significantly more favorable attitudes toward Al-targeted marketing than female
respondents (M = 3.64, SD = 0.71). The difference was statistically significant, t(248) = 2.857, p = .005.
Since the p-value is less than 0.05, the null hypothesis was rejected, indicating a significant gender-
based difference in consumer attitudes toward Al-targeted marketing. Therefore, H4 is supported.

5. Discussion

The outcomes of this study reveal how trust, privacy concerns, psychological reactance, and
consumer attitudes impact Al-targeted marketing behavioral intentions. The results suggest that
consumer perceptions and psychological evaluations significantly impact the acceptance, engagement,
and resistance of Al-driven marketing. Even though Al-targeted marketing focuses on personalization,
ease, and efficiency of customer engagement and advertising, consumer acceptance hinges on the
perception of the ethical data usage, opacity of Al systems, and consumer control over their data
(Dwivedi et al., 2021). The results provide additional support to the previous studies that suggest the
adoption of Al in marketing has less to do with the technology itself and more with the psychological
and social dimensions of the consumer.

The results also show that trust and consumer attitudes toward Al-targeted marketing have a
strong positive correlation of 0.542 (p < 0.01). This means that consumers with higher trust in Al-based
marketing systems are more likely to have a positive attitude toward personalized marketing and Al-
based suggestions. Trust mitigates the discomfort that consumers have with automated marketing,
especially when careful data usage is proven. This is in concurrence with Gefen et al. (2003), who
argued that trust is a critical component of technology acceptance as it lowers the perceived risk of
engagements on automated marketing. Also, Trust helps consumers navigate marketing systems when
they have no direct control of the processes (Pavlou, 2003).

The trust consumers have can have a positive impact on how they perceive things. Because of
this, Huang and Rust, 2021, believe that as long as certain strongholds like ethical Al practices and
marketing, and viable Al integration continue to remain unchallenged, consumer attitudes toward Al
adoption will remain positive. Trust concerning the protection of consumer data, and the use of Al to
facilitate the provision of responsible, accurate, and Al-enabled marketing communications, will most
likely result in the acceptance of Al advertising. Previous research has shown the consumer perception
of explainability and transparency of responsible AI will increase consumer confidence and improve
attitudes to the application of Al (Shin, 2021).

It was also shown that concern for privacy has a strong and negative impact on consumer
attitudes to Al-enabled marketing (f = -0.431, t = -7.71, p < 0.001). This means that the more
consumers are concerned about the security of their data, the less they will support Al marketing
initiatives. The more the consumer feels that their data is being increasingly tracked and monitored, the
more discomfort and insecurities will outweigh the conveniences and relevancies offered by Al
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personalization. This finding is consistent with what Malhotra et al., (2004) found where privacy
concerns dominated consumer reservations about digital technology. Similarly, Bleier and Eisenbeiss
(2015) also found that consumers are concerned with the uncertainty of how digital services will collect
and use their personal data which in turn negatively affects their confidence and attitudes toward
digital services.

The relationship between consumer attitudes and privacy concerns reveals the privacy paradox
in the context of Al constituents of marketing. Consumers show a paradox in that they enjoy tailored
experiences and the benefits thereof, while also being concerned about the privacy and control of their
data. When AI consumer behavior prediction reaches an intrusive level, advertisements that are served
in an Al context can be perceived as intrusive and disruptive. are found to have a negative effect.
Excessively personalized advertisements can have a negative effect on consumers. Organizations can
meet this challenge by developing a data protection framework that balances the benefits of
personalization with consumers' right to privacy by providing data protection and transparency (Martin
& Murphy, 2017).

Also, it was shown that psychological reactance had a significant, negative effect on consumers'
intentions to engage in Al marketing (t = -6.89, p < 0.001). This was the case for consumers whose
privacy, autonomy, and freedom to choose were viewed as being violated by the Al-oriented marketing
systems. This supports the psychological reactance theory which states that a violation of personal
control or freedom leads to the development of resistance. In the case of marketing systems that utilize
Al, continuous tracking, and recommendation systems to serve highly personalized advertisements
create a perception of being manipulated by the Al marketing systems. This leads to avoidance of the
systems. (Clee & Wicklund, 1980).

Psychological reactance shows that consumer resistance to Al marketing goes beyond privacy
concern and includes emotional and behavioral dimensions. The absence of transparency and a lack
ability to exert control over Al algorithms that are assumed to dictate consumer choices may lead to
consumers actively rejecting the marketing that has been personalized to them. Studies have shown
that the perceived loss of autonomy plays a role in resistance to the adoption of technological
innovations and automated systems. Accordingly, to reduce resistance and to improve the acceptance of
Al-based marketing, choice, control, and most importantly, transparency should be viewed as priorities.

It was also demonstrated that consumer attitude has a strong impact on behavioral intentions
toward Al-based marketing (F = 18.62, p < 0.001). Consumers that viewed Al marketing positively were
more likely to be involved with personalized ads, be supportive of the brand, and engage in buying
activities. This was in line with previous studies that supported the view that stronger predictive
elements of attitudes in the technology adoption field were more likely to be observed. In the same vein,
Ajzen (1991) stated that positive attitudes increase the likelihood that the individual will perform the
behavior. Perceived usefulness of a technology and a positive perception of a technology will increase
the likelihood of acceptance and use of the technology.

Findings show that trust, privacy, psychological reactance, and attitudes shape how consumers
respond to Al marketing. The result shows that consumers are more accepting of Al marketing when
they trust the Al system being used. Privacy concerns and psychological reactance work to hinder the
adoption of Al systems. The current research shows the other side of the equation. For marketing to
consumers using Al to be effective, organizations that use Al in marketing must use AI with a
consumer-centric approach that addresses ethical and psychological concerns. Organizations must be
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more transparent and use data more responsibly and empower consumers to encourage positive
behavioral responses to Al in marketing.

6. Conclusion

This study investigates the impact of trust, privacy concerns, and psychological reactance on
consumer attitudes and behavioral intentions regarding Al marketing. These results illustrate how trust
is a key factor in shaping positive attitudes among consumers, and emphasize the necessity of building
trust through credible, transparent, and responsible data handling practices in Al-driven marketing.
When users trust the organization and feel it is dedicated to their privacy, they will be more willing to
accept and interact with Al-generated personalized ads and recommendations. Building trust and
ensuring users' personal information is safeguarded are essential for their willingness to accept and
engage with personalized ads and recommendations generated by Al. On the other hand, raised privacy
issues have adverse effects on consumer attitudes, such as uncertainty in the area of data collection,
storage and use. In the same way, when customers feel their autonomy, privacy, or freedom of choice is
being restricted by the use of Al in marketing, their willingness to interact with the AI is diminished.
Likewise, when consumers experience a threat to their autonomy, privacy, or freedom of choice when
using Al in marketing, their desire to engage with the Al is lowered.

The study also confirms that a positive attitude from consumers has a significant impact on their
behavioral intentions towards Al-driven marketing. Consumers with a positive view of Al marketing are
more likely to engage with ads that are customized for their needs, use Al-based services, and
appreciate personalized marketing efforts. These results highlight three points: the first is that
technological sophistication does not guarantee consumer acceptance; the second is that a small
number of variables can greatly impact consumer acceptance; and the third is that technological
innovation is not a deterministic process. However, trust in Al requires a complementary approach of
ethical data practices, transparency, consumer empowerment, and robust privacy protection
mechanisms. Incorporating consumer values into technological innovation can help build trust, reduce
consumer resistance, and establish enduring consumer relationships. Overall, this study contributes to
the growing body of literature on Al-enabled marketing by providing empirical evidence from the
Pakistani context and offering practical insights for organizations seeking to implement effective,
ethical, and sustainable Al-targeted marketing strategies.

7. Future Implications

The results of this study serve as a basis for future research on consumer acceptance of Al-based
marketing as several directions for further analyses are suggested. Other technological, psychological
and ethical aspects including perceived usefulness, algorithmic transparency, perceived fairness, Al
literacy, perceived control, consumer innovativeness and ethical concerns should be included in future
studies to gain a deeper understanding of consumer behavior in Al-driven marketing environment.
Researchers are also encouraged to use longitudinal and experimental research designs to explore how
consumer trust and privacy concerns develops in relation to growing sophistication and penetration of
Al technologies in practice. In addition, comparative research between other industries, various
demographic groups and cultural communities would enhance the generalizability of the results and
identify possible differences in consumers' perceptions. In conclusion, the effectiveness of responsible
Al governance frameworks, privacy laws, and transparent data management practices in bolstering
consumer trust, mitigating psychological reactance, and fostering ethical and sustainable use of Al-
driven marketing strategies is worth exploring in future research.
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